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The Reality: Semiconductors  
are Often Counterfeit
In current implementations, semiconductor authenticity is practically impossible to guarantee. 
The counterfeit market for semiconductors is real, sizable and growing:

• 2017’s “Operation Wafers”, the European-wide Joint Customs Operation seized more 
than one million counterfeit semiconductor devices during a 2-week operation. 

• 2019: Industry Week sized the worldwide fake semiconductor market at $75B. 

• 2019: Havocscope reported more than $169B in counterfeit electronics are circulating.

Recent confirmed incidents of counterfeit parts found in commercial devices include defibrilla-
tors, airport landing lights, intravenous (IV) drip machines, and braking systems for high speed 
trains. Likewise, the threat to the automotive supply chain is a real one:

• Automobiles are increasingly complex and contain more chips. Simply put, the more 
chips, the more difficult the traceability, and the greater the opportunity for insinuating 
counterfeit parts. 

• Technology evolves at such a rate that the anticipated lifespan of consumer devices is 
under two years. Mobile phones have a product life cycle as short as six months. The 
window to introduce counterfeit chips is similarly short. However, as an automobile 
model has a much longer product life cycle, often as long as seven years, ample oppor-
tunities exist for introducing counterfeit chips into the supply chain. 

• Consumer devices are generally considered ‘throw-away’ – if your phone or webcam 
breaks, it’s more likely replaced than repaired. A car, on the other hand, will have parts 
replaced many times over its many years of operation. Counterfeit chips could be intro-
duced during maintenance or repair.   
 

Counterfeit Semiconductors Have 
Dangerous Implications
Some counterfeit semiconductors are simply ‘gray market’ versions of authentic products. They 
may originate from overbuilds, reworked failures, or reclaims from retired systems. While these 
gray market chips function similar to the authentic versions, they are inherently dangerous in 
that it is impossible to guarantee their reliability.

Counterfeits are often “harvested” from electronic waste using crude and poorly-controlled pro-
cesses that result in counterfeit semiconductors having far higher failure rates than the genuine 
versions. Some counterfeit chips will fail immediately when electrically tested or first used, while 
others will fail after days, months or years on the road. 

While gray market chips are bad, rogue versions are worse. Rogue counterfeit chips are manu-
factured to look exactly like authentic chips, with identical packages, markings, and electrical and 
communication interfaces. Impossible to visually distinguish from authentic, there is often no way 
to understand how they will actually perform in a vehicle until it’s too late.

https://www.eenewspower.com/node/96070
https://www.eetasia.com/news/article/Counterfeits-Costing-Semiconductor-Industry-Billions
https://www.havocscope.com/
https://www.orgleader.com/counterfeit-semiconductors/
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Counterfeit rogue chips can exfiltrate or corrupt data, or cause a malfunction. Given the in-
creasing complexity of system-on-chip (SoC) devices, it’s highly problematic to detect malicious 
functions hidden among legitimate ones for which the chip is intended. The origin of such chips, 
and the intention of their manufacturers, can remain completely hidden once they are intro-
duced into the supply chain. Sadly, in many countries, there are no legal penalties for either the 
counterfeiting or knowingly selling counterfeit chips. 

These counterfeit chips can have a severe impact on comfort and safety. A counterfeit proces-
sor inside the anti-lock brake controller could fail on the approach to a busy intersection. Rogue 
code inside a fake semiconductor could shutdown the engine on a freeway. A criminal could use 
malware inside a counterfeit chip to remotely take control of a car (the infamous 2015 Jeep hack 
is a real-world example of remote takeover), or brick its systems in a ransomware attack. The 
multitude of ways counterfeit chips could catastrophically affect an automobile beggars  
the imagination.

Authenticating Semiconductors:  
A Manufacturing-based Solution
Trust in a semiconductor’s authenticity starts at the silicon level, beginning at the time of manufacture and 
extending through end of life. But that trust is only as good as the security of the manufacturing process. 
The enablement of authentic semiconductors should include:

• A strong verifiable identity for chips and devices, using keys and certificates provisioned 
during manufacturing 

• The establishment of authenticity at manufacturing, which may include die location, 
tester, wafer, chip grading, unique ID, and more 

• Long-term traceability of semiconductors through their entire life cycle 

• A public and low-cost mechanism for verifying chip ID and authenticity 

Trust is established by many large semiconductor OEMs through factory provisioning services. The Rambus 
CryptoManager Infrastructure is a field-proven provisioning and key management solution that enables the 
basis of the semiconductor’s authenticity, starting in manufacturing and extending through end of life.
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Figure 1 CryptoManager Infrastructure Block Diagram

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
https://www.rambus.com/security/cryptomanager-platform/cryptomanager-infrastructure/
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During fabrication, CryptoManager Infrastructure securely provisions (injects) each 
chip with a unique cryptographic key (or other secure data) into a known-secure area 
of that chip. This known-secure area can be the Rambus CryptoManager Root of Trust 
(described later in this paper), a secure memory location, one-time programmable 
(OTP) memory in the main processor, etc. Secure provisioning can be implemented 
during wafer fabrication, device test, or device packaging. The provisioning process is 
completely automated requiring no human intervention. Keys are securely generated in 
air-gapped systems, and only known to a single party: the maker.

The CryptoManager Infrastructure solution directly addresses the issue of chip 
authenticity. Keys provisioned during manufacturing form the basis of the chip’s identity. 
These keys, stored and encrypted in the secure area, are never exposed to other areas 
of the chip or the larger system. They are not cloneable or copiable. They are unique to 
the individual chip. Keys are not retrievable through typical counterfeit activities such as 
de-capping and delayering of chips. Further, they can be protected from side-channel 
attacks like differential power analysis (DPA) and fault injection (FI) through the use of 
the CryptoManager Root of Trust.

Secure provisioning cryptographically binds the device keys to their identity details. 
This allows for the authenticity of the chip (and by extension, the electronic system 
that the chip is contained within) to be verified at any time using the Rambus Key 
Management Service (KMS). Through a cryptographic process, the chip’s authenticity 
can be challenged and confirmed. Even if a counterfeit chip was provisioned with a 
key, the cryptographic mechanisms of the KMS would immediately identify it as a fake, 
generating an alert for appropriate action. 

During device start-up, firmware can be authenticated and verified using information 
securely provisioned at the factory. This enables the trust in data communicated by the 
device. Simply put, without being able to trust that the device is operating correctly, 
containing authentic semiconductors running authentic firmware, you cannot trust the 
data coming from the device. 

Finally, the trust established in manufacturing provides the basis for in-field secure 
updates that allow for semiconductor device function changes. In-field updates 
allow the automakers, or entities they designate, to change the way a semiconductor 
operates. Features can be enabled or disabled, different firmware activated, speed 
grades or interfaces adjusted. Using in-field updates, a single version (SKU) of a chip can 
serve multiple purposes depending on the equipment in which it is installed. When a 
part reaches its useful end of life and is being replaced, a brick command could be sent 
to the device (using the in-field provisioning function) which would set the chip into a 
permanent state of non-operation. The secure keys injected into the device during the 
provisioning phase are the basis for these updates.

Chipmakers who use the CryptoManager Infrastructure solution can provide a chip 
authenticity guarantee to the device makers, who then in turn can provide the same 
to the Tier 1 suppliers, as well as the automotive OEM itself. The CryptoManager 
Infrastructure solution is a field-proven solution, currently secure provisioning and 
protecting over 1.8 Billion chips annually from chipmakers Qualcomm and Micron 
Technology. 
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Figure 2 CryptoManager Root of Trust Block Diagram

As an additional trusted supply chain solution, Rambus offers the CryptoManager 
Root of Trust, a chip-based co-processor designed to be the security anchor of a 
semiconductor. Designed specifically for handling only security-sensitive processes, 
the RT-730 core is a fully-programmable, automotive-grade, ISO-26262 ASIL-D ready 
hardware security core. It is designed to protect against a wide range of attacks with 
state-of-the-art anti-tamper and DPA-resistant security techniques. 

The CryptoManager Root of Trust is an ideal known-secure location for storing keys 
provisioned by the CryptoManager Infrastructure and offers device makers a host of 
security features such as secure boot, device attestation, identity management and 
more. The CryptoManager Root of Trust is not required for use of CryptoManager 
Infrastructure, though it provides the necessary known-secure area for key provisioning 
as well as many additional security features. 

The Benefits: Protecting Safety, 
Revenue and Brand Through 
Secure Provisioning
The automotive market requires strenuous safety testing and assurance. Counterfeit 
parts aren’t designed to meet those same requirements. The use of counterfeits can 
and will result in safety problems, including the risk to human life. The enablement 
of secure provisioning in the manufacturing process enables automotive OEMs and 
their suppliers to trust in the device’s authenticity. They, and their customers, can trust 
that this device is authentic and designed to meet the appropriate functional safety 
requirements.

With secure provisioning, automotive OEMs could enable a service that would allow 
independent mechanics, vehicle owners, and authorized dealers to understand whether 
a replacement part is authentic. Depending on local laws, authentic parts could 
ultimately be legally mandated, especially on safety-critical systems. Certainly, the use 
of authentic parts can be highly encouraged for safety reasons, while protecting OEM 
aftermarket revenue.

The global aftermarket for automotive parts replacement approached $370B US in 2018, 
expecting to grow 3.9% over the next 6 years. While not all replacement part revenue 
would be applicable to provisioning (e.g. fluids, oil filters), certain safety-critical, high-
cost items like electronic control units, back up cameras, and ADAS and autonomous 
driving components are opportunities for OEMs to generate additional revenue.

https://www.rambus.com/security/cryptomanager-platform/root-of-trust/
https://www.rambus.com/security/cryptomanager-platform/root-of-trust/
https://www.rambus.com/security/cryptomanager-platform/root-of-trust/rt730/
https://www.grandviewresearch.com/industry-analysis/aftermarket-automotive-parts-market
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Secure provisioning can also help protect the automaker’s brand. Regardless of which 
(authentic or counterfeit) part was used, or where a vehicle was repaired (dealer, 
certified mechanic, or in someone’s driveway), when the car breaks, people generally 
don’t say “well, the cheap part I sourced from some guy on eBay didn’t work out.” They 
say, “the [OEM Brand’s] is broken again.” This damages brand reputation though it’s no 
fault of the automaker. 

Authentic parts perform to the OEM specification while counterfeit parts may not. 
The ability to immediately recognize a counterfeit part can be enabled by the secure 
provisioning process. Owners can be alerted to the presence of a non-authentic part 
through the dashboard message center. Putting this information into owners’ hands 
would help protect the brand and the safety of the vehicle.   

The deployment of CryptoManager Infrastructure across the semiconductor supply 
chain would ensure that automakers, their Tier 1 suppliers, and their subcontractors 
could access leading-edge semiconductor devices whose identity could be 
authenticated and attested to over their entire life cycle. The impact of bad actors, 
such as chip counterfeiters and hackers, would be greatly mitigated, protecting safety, 
revenue, and brand reputation.



For more information, visit
https://www.rambus.com/cryptomanager-platform/
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